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Executive Summary:

Best Practices: The BMO Story (Part 2) ñInformation Classification, 
Security, Privacy and Metadata Challenges

Over the past couple of years a classification framework has been 

developed and implemented that supports protection and privacy of our 

information.  More efforts are being directed to include other classification 

domains such as retention and quality, and to inventory all information using 

such classifications.  Our Corporate Metadata Repository acts as the book of 

reference for all classification and business metadata relevant to sustain the 

Information Management Program.

This session will focus on Metadata Management and Classification components:

ÅClassification Domains (Security, Privacy and others) 

ÅInformation Life-cycle

ÅInformation Inventory
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Learning Synopsis:

Information Stewards need simple tools to make information 
Management as straight -forward as possible.

1) Recognize that not all information needs the same level of management 

diligence

2) Identify a small set of classifications that describe key information areas 

and key control domains

3) Imbed information classification into existing processes .   Collect and 

publish information classifications so that all employees know how 

information is to be treated

4) Alignment with other information governance stakeholders is essential 

for success  (not just Information Stewards)



BMO IM Enterprise Program

IRMAC October 2006 3

Introduction

The Classification Framework

Practice Development

Metadata and Architecture implementation

Moving Forward
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òInformation Stewardshipó is accountability for the management of 

Bank information as a critical asset in order to contribute to the 

success of the organization.

Our target Enterprise Model for Information Stewardship aligns accountability to  

Information Subject Areas (eg. Customer Information,  Financial Information, Employee 

Information) 

In general, Stewardship of Subject Area information will involve management of:

Business Definitions & Standardsê 

Information Qualityê

Information Protectionê and

Information Life -Cycle

Accountability for information begins with the business
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We manage information as an asset, and we knowê

ênot all information has the same value or needs 
the same treatment.

üWe must provide a higher degree of protection to customer 
information , than our public information.

üExternal Legislation  and corporate policy restricts how we use and share 
personal information .

üWe must protect the intellectual property of third party information

üBusiness Information Records must be retained in accordance to Policy 
and business needs.   Non -records may be disposed of after use.

For Example:
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Simply identifying Stewards isnõt enoughê 

Information Stewards need help: 

Identifying and defining their information, and establishing business 
standards for it.

Establishing quality controls and monitoring quality of information for 
accuracy, timeliness, consistency, validity, completeness, redundancy and 
impact across projects. 

Classifying information to ensure appropriate protection in accordance 
with privacy and information security policies, and relevant standards.

Providing leadership and direction for information from its collection or 

creation through to its retention or disposal based on business, 

regulatory and legal requirements.




