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Executive Summary:

Best Practices: The BMO Story (Part 1) ñDeveloping and Implementing an 
Enterprise -wide Information Management Program

The BMO Financial Group views information as a strategic asset and that it

should be managed with the same attention as human and capital resources.

Numerous information management (IM) initiatives are underway to transform a 

Corporate Policy into implementable standards, practices and processes. The IM 

efforts include special concentrations on governance and information 

stewardship . This session focuses on components of the IM program including:

ÁThe importance of governance

ÁKey Roles in IM: accountabilities and information stewardship

ÁIM Standards : Bringing the IM Life-cycle to Life

ÁIM Project Consulting: The challenge of integrating IM practices into process

ÁChange Management : Communication and the creation of an IM mind -set
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Learning Synopsis:

Managing information as strategic asset is vitally important but not easy.

1) Begin with a policy statement at the highest level and follow -up with 

practical standards , practices and processes.

2) Integrate information management into governance & oversight processes.

3) Promote information stewardship as a way to establish accountabilities and 

mobilize implementation

4) Provide consulting assistance and tools.  Align with and support early 

adopters and champions ðthey can lead the way for the sceptical.

5) Never underestimate the importance of Communication and Change 

Management in identifying resistance and promoting an IM mind -set.

6) You can do it ðand you need to do it.
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Founded in 1817 as Bank of Montreal, Canadaôs first 
bank:

ÁBMO Financial Group is a highly diversified North American 

financial services organization

ÁBMOFG offers clients a broad range of personal, commercial, 

corporate and institutional financial services across Canada and 

in the United States:

ÅRetail / Commercial banking:BMO Bank of Montreal

ÅWealth Management:BMO Nesbitt Burns, BMO InvestorLine, 

BMO Harris Private Banking

ÅInvestment and Corporate banking:BMO Capital Markets

ÅUS integrated financial services:Harris

ÁTotal assets of $311 Billion at July 31, 2006

ÁMore than 35,000 employees

Corporate Overview: The BMO Financial Group
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×Introduction

2. IM Policy & Program

3. Stewardship & Governance

4. Policy Implementation

5. Consulting & Change Management

6. The Way Forward



The Perfect Data 

Storm
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For the past number of years consumers face 

a growing number of high -profile data leaks 

that have resulted in the theft or violation of 

their information like credit card details and 

social security numbers.

Data-centric legislation

ÅAML - UNST

ÅBasel II

ÅGLB

ÅPIPEDA

ÅSarbanes-Oxley

ÅUSA Patriot Act

Effective Information Management 

practices address a range of issues:

ÅCompliance

ÅQuality & Governance

ÅInformation Security

ÅPrivacy

ÅRisk

ÅStorage & Retention

The amount of unstructured data in large corporations doubles every two months (IDC), and 

is estimated to make up about 80 -90% of a companyõs information (Goldman Sachs). 

+ increased demand for more info: history; granularity; traceability; standards

The Perfect Data 

Storm

üNeed to capitalize on 

the business value of 

information:

Áefficiencies

Áopportunities
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External Events drive the need for IM

LOSS:Marriott International Inc. time -share division said yesterday that it is missing 
backup computer tapes containing credit card account information and the Social Security 
numbers of about 206,000 time-share owners and customers, as well as employees of the 
company.   Washington Post, 28 December 2005

LOSS: Deloitte and Touche loses data on thousands of McAfee employees
McAfee was informed of the incident nearly a month after a Deloitte auditor left an 
unencrypted backup CD containing names, Social Security numbers and information on 
stock holdings held by over 9,000 of McAfee's employees in an airline seat pocket. (SPAM 
daily news Posted on February 24, 2006)

RECORDS:In a settlement with the SEC, the Bank of America Securities unit of Bank 
of America agreed to pay $10 million for allegedly failing to promptly produce 
documents related to a regulatory investigation. The SEC assessed the penalty while 
investigating whether traders at Bank of America Securities acted on stock research before it 
was published by the firm. (2004 -Forbes.com) 

RETENTION:U.S. investment bank Morgan Stanley has offered to pay $15 million to 
resolve an investigation by U.S. regulators into its failure to retain e -mail messages, 
according to a regulatory filing  February 14, 2005 (Reuters)
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Introduction

×IM Policy & Program

3. Stewardship & Governance

4. Policy Implementation

5. Consulting & Change Management

6. The Way Forward
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Information , along with financial resources and human resources, is a  key

resource in managing any business.  As such, information needs to be 

managed as an integrated business resource. 

Organizations need to plan their future information needs and effectively 

use and manage information to support their business processes.

The BMO Financial Groupõs Information Management vision & strategy is 

encapsulated by our Information Management policy:

Information Management Vision & Policy

òThe Bank manages information as an integrated, enterprise asset , in 

a disciplined and coordinated manner.  The outcome optimizes the 

value of our investment in the information assets and is core to 

achieving the Bankõs business strategies and goals.ó

Source: BMOFG Information Management Policy
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Life-cycle Approach
Planning, acquisition, 

creation, transformation, 

storage, use, retention or 

destruction & purging

Accessibility
Sharing, authorized 

access

Optimize the value of 

Information Assets
Foundational, leveraging 

information, linked to 

investments

Usability
Quality & meeting the 

needs

Accountability
Information Stewardship: 

different than custodians

Planned & 

Coordinated Approach
Information integrated 

with planning cycles

The Principlesof BMOõs Information Management Policy



BMO Enterprise IM Program

IRMAC: October 18, 2006 11

BMOõs Information Management Principles in Practice

Life-cycle Approach
ÅInformation Record 

Retention & Disposition 

Corporate Standard

ÅRecord Retention Schedule

ÅInformation Classification 

Guideline

Accessibility
ÅBusiness Intelligence CoC

ÅInformation Classification & 

Subject Areas

ÅMetadata Repository

Optimize the value of 

Information Assets
ÅBusiness Intelligence CoC

ÅIM business consulting

ÅIM Training

ÅIM Communities of Interest

Usability
ÅMetadata Repository

ÅPotential Standards on 

quality and usage

Accountability
ÅInformation Accountabilities 

Corporate Standard

ÅInformation Stewardship 

Planned & 

Coordinated Approach
ÅInformation Stewardship

ÅMetadata Repository

ÅInformation Classification

ÅSubject Area Model

ÅKey Risk Indicators

ÅIM process integration
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Process

Technology &

Architecture
Governance

Culture &

Behaviour

Strategy

People

Based on Davenport Information Ecology model by Thomas Davenport

People
ÁStaff support structures 

Culture & Behavior
ÁValue systems that reinforce & 

support IM practices

Governance
ÁGuidance and monitoring of IM 

practices

Technology & Architecture
ÁManaging info. through business 

applications, formats, categories, 
relationships & access 

Process
ÁStructured work activities used to 

manage information in support of 
business objectives

Strategy
ÁLong-term approach to recognize 

& reinforce the value of 
information as a strategic asset

IM Program anchored in the need to implement 

changes across operational perspectives:
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Process

Life-cycle

Technology

Accessibility

Usability

Life-cycle

Governance

Accountability

Life-cycle

Culture

Accountability

Value

Strategy

Planned App.

Value

People

Accountability

People 
ÁAccountability

Culture & Behaviour
ÁAccountability
ÁOptimize the Value

Governance
ÁAccountability
ÁLife-cycle approach

Technology & Architecture
ÁAccessibility
ÁUsability
ÁLife-cycle approach

Process
ÁLife-cycle approach

Strategy
ÁPlanned & Coordinated Approach
ÁOptimize the Value

Operational perspectives mapped to the 

Information Management Principles:
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Our first steps have been to 

embed the Information 

Management Policy and related 

Standards within Bank structures 

and rolesê.

ÁDeveloped standards that reflect the Corporate Policy and which 

support the Bankõs identified strategies;

ÁFormalized information management within existing Bank 

governance structures;

ÁCreated new Bank roles that have focus on the information 

management needs of the Bank

VAccountability

VLife -cycle

VPlanned & 

Coordinated 

Approach
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The next steps are to embed 

Information Management 

Standards, Procedures and

Guidelines within our processes 

and current projects

ÁWe are embedding information management practices within our IT 

development services:

ÁWe are embedding information subjects within the high level 

requirements management process and are reviewing the entire 

requirements process for additional IM integration 

VPlanned and 

Coordinated 

Approach

VLife -cycle
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Introduction

IM Policy & Program

×Stewardship & Governance

4. Policy Implementation

5. Consulting & Change Management

6. The Way Forward
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òInformation Stewardshipó is accountability for the management of 

Bank information as a critical asset in order to contribute to the 

success of the organization.

Our target Enterprise Model for Information Stewardship aligns accountability to  

Information Subject Areas (eg. Customer, Financial, or Employee Information) 

In general, Stewardship of Subject Area information will involve management of:

Business Definitions & Standards 

Information Quality

Information Protection

Information Life -Cycle

ÅDevelop and publish business definitions and standards to 
facilitate sharing and consistent interpretation of information.

ÅMonitor quality of information for accuracy, timeliness, 
consistency, validity, completeness, redundancy and impact 
across projects. For anomalies, propose resolutions that may 
span multiple business areas. 

ÅEnsure appropriate protection of information in accordance 

with privacy and information security policies.

ÅProvide leadership and direction for information from its 

collection or creation through to its retention or disposal 

based on business, regulatory and legal requirements.

Accountability for information begins with the business
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An Information Subject Area is an area of interest, centered on a major 
resource, product or activity, about which the Bank holds information, used 

across one or more  areas.  Our working model has 10 key subjects.

ÅWe manage information by establishing controls and guidelines that act on 

commonly understood groupings of information (eg. customer, finance, employee).

ÅAccountabilities for information (i.e. Stewardship) are organized by these categories.   

ÅInformation Stewards are responsible for identifying, defining and establishing rules 

for the information within the category for which they are accountable.

ÅCustodians are responsible for knowing what information they have in custody and 

managing it in compliance with Information Stewards expectations.

ÅA common list of information categories provides the means to establish and 

manage to these expectations.

This topic will be addressed further in:

Best Practices: The BMO Story (Part 2) ñInformation 

Classification, Security, Privacy and Metadata Challenges
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Stewardship accountabilities integrate with IM Policy Governance , and 

are supported by leadership and guidance on IM Practices 


